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Investigating Source Code Thefts
By Eric Friedberd, James Aquiling and Matt Friedrich

Industrial spies, state-sponsored hackers, andtiigjeemployees have targeted
company source code either for profit, intelligenatue, or in cyber war-game exercises.
Source code is comprised of the files and instonstithat underlie valuable computer
applications. Such proprietary applications ateroat the core of a company’s business
engine. Source code thefts have cut across vandustries, involving, for example,
genome analysis programs, esoteric airplane ragfdications, even high-volume trading
technology used by investment firms. When thevibseare corporate insiders, they are
often programmers or business principals who hagess to source code in the normal
course of their duties and copy the code to remlevaledia or use email or file transfer
protocols to unlawfully send the code to an exteenaail account or file storage site.

Source code thefts can implicate the civil ancheral provisions of federal
statutes prohibiting thefts of trade sectetsd copyright infringemenit.If a thief gains
unauthorized access to the source code via hadkiagaccess can be punished under the
civil and criminal provisions of the federal CompuEraud and Abuse Act (“CFAA9.
In addition, the CFAA covers corporate employees ¥xceed” their authorized access
to the code, i.e. personnel who may have authoazedss to the code for legitimate
corporate purposes, but whose transfer of the faydeersonal gain exceeds the scope of
permitted access.

Upon initial indications of theft, victims facergaand critical decisions about
how they respond. Properly and expeditiously itigaing source code thefts enables
companies to make accurate determinations of whatstolen, how, by whom, and
when. Proper fact-finding underpins the corpovétéam’s ability to make an effective
criminal referral and to seek civil relief. An etftive investigation correctly sequences
computer forensic preservation and analysis oftelec data, traditional investigative
technigues, liaison with law enforcement, and dtign.
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Alternatively, a failure to confront suspectedfther to confront it in a thorough
and technically competent manner, can exacerbateahsequences to the victim.
Failure to protect trade secrets can undermin@tbiection they are afforded under
federal statutes. Of course, allowing one’s pary source code to create value for a
competitor can be economically devastating.

Sequencing the Initial Investigation

In terms of sequence, law enforcement authorie®ally look askance at
referrals that are made after the matter is bogigedh in civil litigation. Accordingly, to
the extent that the company wishes to conducti@nnal investigation before contacting
law enforcement, such investigation must be domg geickly. One advantage of an
internal investigation is that the company can @nes all relevant sources of data to
perform internal threat assessments. On occasioen law enforcement is called in
immediately, the agents insist on taking the oagsources of media, which sometimes
leaves the company without its own data, and thittsowt an ability to analyze that data
for the who, what, and when of the attack. Oftaneffective strategy for a victim is to
preserve and maintain the integrity of relevanadatake an initial assessment, and refer
to law enforcement as appropriate if a threshotdrd@nation can be made that a serious
crime has occurred.

Forensic Preservation and Analysis

When source code is stolen, it is important tseree all digital evidence from
which the identity of the attacker and the naturehe attack can be determined.
Preservation, or the failure to do so, has importansequences in terms of the ability to
find electronic evidence, analyze it, and, whenerapriate, introduce it in court. The
analysis should be conducted by credentialed dimitansic examiners in secure digital
forensics laboratories who have the expertisedonstruct such thefts by analyzing the
relevant digital media and data. Such reconswnodtivolves identifying digital logs,
artifacts, and other evidence that the attacketi®ias leave on the relevant computers
and media. At a minimum, the forensic investigasbould include the preservation and
analysis of:

1. The desktop and laptop computers of any interrgpescts. By
forensically analyzing such media, it is often plolgsto reconstruct
malicious actions, such as transfers of the sotwde to an external
account, even if the suspect used his or her parsabmail account.
The forensic examiner can also see what files werently accessed
by the computer, and what connections to outsidesites or file
servers were made, as the source code may haverbesferred to
such remote locations.

2. The server on which the source code resided. Bynéxng the “last
accessed” dates and times of the source codeatlésey reside on the
server it may be possible to match those datesianed to the relevant



dates and times of actions on the suspects’ laptihge source code
was stolen from a connection from outside the c@feoenvironment,
the investigator still must attempt to construtinzeline of all of the
malicious actions taken in accessing the source.cdthe metadata on
the file server is critical to that effort.

3. The software development and web servers useddk &nd
implement changes to source code. Programmens st version
control systems as repositories to edit, store,maaichtain current and
historical versions of code files. Access to thegmsitories is often
managed by web server clients. Both may contajrdaia or
configuration, authorization, or authenticatiomdilthat prove valuable
in reconstructing who accessed what and when.

4. Network devices containing logs of connections ihi® corporate
network at our about the time of the theft. Swagslmay include
firewall logs; Virtual Private Network or “VPN” lagg DHCP logs,
which contain records of the internal IP addregisasthe network
assigns to its own computers; and command histoflgash” logs,
which record commands run against certain machi@#ten, an inside
or remote attacker’s malicious commands (e.g. comaing a server to
transfer the source code files to an external adjineill be recorded in
a command history.

5. Email servers and other devices which store ensailnounications
from both corporate and personal accounts. Inteémmastigative
efforts should endeavor to preserve email andatteats containing
source code or other proprietary information, alt ascorrespondence
with potential competitors.

6. Other digital evidence demonstrating the victinfleis to protect the
information as a trade secret or as confidentigdroprietary. Such
information might include login or port bannersgcess control logs,
employee use and IP agreements, and policies ahktodeaow access
rights. Such evidence can support the victim’'atrig rely on federal
statutes protecting against theft of trade secrets.

If the victim is fortunate, the forensic analydimws clearly how, when, and to
where the stolen source was transferred. If a@sitigation warrants and allows an
interview of an employee or ex-employee who is sutgrl of source code theft, that
interview should take place only after the foreraialysis has been done. Most
interviewees have a difficult time explaining awajrail of digital bread crumbs that lead
right back to their work or personal computers.



Proactive Measures

If strong and clear enough, the forensic analgan then be used in an
immediate and proactive fashion. In criminal cag@®nsic evidence, when shared with
authorities, may sometimes lead to a search warrémtivil cases, it may be used as
part of the showing necessary to obtain a seizidtere- either ex parte or on notice —
allowing the victim to seize evidence of the ttefthe location to which the data was
transferred. In seizure orders or requests for inspectionféh®a “source code” can be
defined broadly to include not just the plain tBbeis containing the alphanumeric
programming language (typically C, C++, Cobol, Fam{ Java, Perl, PHP, Python or
Tcl/Tk), but also any related comments or notediezaversions or historical
modifications, and associated log files relatingh® development, storage of, and access
to the code.

Due to the element of surprise, search warranteanmhrte seizure orders
can result in the discovery of highly incriminatiegidence. While reporting evidence of
a suspected crime is cloaked with qualified immyrptoceeding via a civil ex parte
order bears a number of risks. Showing up at diemdiant’s premises unannounced,
accompanied by a Marstaand seizing or forensically imaging an ongoingiiess’
computers and media dramatically raises the tertyreraf the litigation. The
opportunities and costs of such aggressive measwissbe weighed carefully. A party
subject to such an order may respond with spuboisiard-to-disprove claims that the
adverse forensic imaging resulted in destructioistsystems or data. Magistrates and
Judges have been known to have second thoughtdtedteeizure, especially once the
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supporting affidavits are disclosed and challengéddch can result in changes to the
Court’s willingness to allow the plaintiff to fullypspect the seized data.

If the plaintiff does not proceed by way of seizaorder, it can also initiate a suit
and request that its code be produced by the defempadirsuant to a request for
inspection or document request.

Source Code Review Procedures in Civil Litigation

When sued, the defendant often demurs that ihdicteal the plaintiff's source
code but arrived at its competing software applbcaby independent efforts. The
defendant also typically protests that any inspactif the defendant’s source code would
reveal trade secrets to a direct competitor. Taru inspection rights with protection of
independent intellectual property, the parties ralyrwill agree to an inspection
protocol that is typically so-ordered by the Courtese protocols are normally
comprised of complex stipulations and orders thk tveeks to negotiate. In setting
forth where the source code review takes placewdrad security precautions govern the
review, protocols often contemplate the following:

1. The Room Often, a trustworthy third party administers eeurity at the
source code room. While the room may be locatékeatiefendant’s law
firm, some protocols provide that the third partll nave exclusive
access to the room, i.e. that it will be separdtelyed by the third party.
In other cases, the defendant’s lawyers administeroom, although in
bitterly-fought cases this often results in squabldver scheduling and
whether the details of the inspection protocoltsimg followed.
Protocols sometimes require video surveillancegilogyaccess to the
room, and documenting all actions taken in the r@oth respect to the
specific data that is the subject of inspection.

2. Encryption The source code in question is often kept omygted media
which only the third party can unlock, and the ingt access and USB
slots of the computer on which the source codeleesie often disabled.

3. Review Media Locked down, standalone computers are often bgeke
parties inside the room to access the encryptedanmedising the source
code in order to conduct the agreed upon analysininistrative
privileges on all examining machines are typicdilyabled, and the
installation of forensic software on review maclsifmgetypically limited,
supervised, and agreed upon in advance. Notelysasaand findings
can be stored locally on the standalone review imach

4. Attorney’s Eyes Only In virtually all cases, the defendant’s code is
designated as Attorneys Eyes Only: while plairdi#pert may disclose
to plaintiff's attorneys portions of the code nesagy for expert analysis,
the plaintiff itself is prohibited from reviewingg part of the code.




5. Access Rules regarding when plaintiff's expert may iespthe source
code are often established. Some protocols sipnolyide for
“reasonable access,” whereas others set forthrcpbats, especially when
the source code review is expedited and expertsreegccess to the room
after hours and on the weekends.

6. Copying. In some cases, nothing leaves the room otharhithed copy
printouts of notes, work product, and relevant ceippets. In others,
electronic versions of the same may be copied ¢toypted media and
removed from the room by those who have agreeldetmon-disclosure
provisions of the protocol. Because the protosaiarmally so-ordered,
intentional violation can result in an order of tampt.

7. Destruction. Most protocols provide for the permanent deletbthe
source code and the forensic wiping of all medihatend of the matter,
however that end is defined.

In cases where the defendant asserts a defenseititEpendently developed its
own source code for a product that competes wampif's, the inspection can be
bilateral, as the defendant’s experts need acodbe fplaintiff's source code to assess
whether the defendant’s end-product incorporatasépieces or structures from
plaintiff's code. In all source code matters whareearing is likely, especially code
comparison cases, the parties are well servedlizeuvitnesses who have sufficient
experience and credentials reading and writing codee applicable programming
language, and/or to utilize forensic experts whoaidate with mathematical tools the
wholesale copying of sections of the code.

Conclusion

If not redressed, source code thefts can seriauglgrmine a company’s
competitive advantages and the validity of itsliatéual property protection. A robust
digital forensic investigation, accompanied by éipgropriate civil litigation, a source
code review under a proper protocol, and possiléyeenforcement referral, can
provide that redress.
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