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The federal approach to cyber-security has been
called the “soapbox strategy”: issue warnings on the

urgency of the problem, urge hardware and software
manufacturers to make more secure products, and
cajole owners and operators of critical business net-
works and utilities to devote more attention and
resources to their own cyber-security.1 Rather than
impose affirmative obligations on manufacturers, own-
ers, or operators of computer systems and software to
take responsibility for cyber-security, these parties have
been shielded from liability that might serve as an
incentive to take action.

Lacking any sticks to force protective action, the
Department of Homeland Security is left with outreach
props, like declaring October 2004 “National Cyber
Security Awareness Month” to stress the importance of
cyber-security.At the same time, Internet-related com-
puter security incidents have become so commonplace
and have reached such a large scale that CERT/CC2 is
no longer publishing the number of such incidents but
instead is using alternative metrics.

Policy makers and legislators are regularly bombard-
ed with statistics on the scope of the cyber-security
problem. The Financial Services Roundtable told
Congress that software vulnerabilities approach a cost of

$1 billion annually to the financial services industry.3

Even when system software and hardware work as
intended, sloppy design and lax system administration
create vulnerabilities that are easily exploitable by mali-
cious code, denial of service attacks, and other forms of
electronic crime. One recent survey reported that elec-
tronic crime cost organizations about $666 million in
2003 alone.4

In short, the dual-pronged approach of liability pro-
tection and exhortation to improve the security of pri-
vate sector computing environments is failing, making
it more likely that policy makers’ attention may shift to
passing meaningful legislation that gets the job done.
Recent security breaches resulting in the unauthorized
disclosure of personal information held by Choicepoint
and the loss of personal information by Bank of
America, including information for members and staff
of the US Senate, have made this issue more pressing
inside the halls of Congress.5

From the vantage point of investigating cyber-securi-
ty incidents, technical service firms regularly see the eco-
nomic harm to businesses caused by cyber-security
breaches, as well as how frustrating and distracting such
incidents can be for the senior management at Fortune
500 companies. In one recent case solved by the firm of
this author, a company was the victim of a two-year
email harassment campaign in which its clients were sent
emails with obscene attachments and derogatory infor-
mation about the company. As those clients started tak-
ing their business elsewhere, the company involved the
FBI but was unable initially to identify who was sending
the emails or even whether the emails were being sent
by a person acting alone or a group of people.
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Tracking the perpetrator was no easy matter since he
had used several methods simultaneously to hide his
identity. He had spoofed the email address to make the
emails appear to come from senior executives within
the company; he had hijacked AOL and Yahoo! email
accounts with stolen passwords from authorized users
to send the spoofed emails; and he had used open com-
puter labs at universities and unprotected wireless access
points to access the Internet to transmit the emails.The
email harassment escalated to a multimillion dollar
extortion demand on the Chief Executive Officer of
the company, or else the perpetrator threatened to
unleash a denial of service attack on the firm’s clients to
make it appear to come from the company.

A variety of technical and investigative techniques
employed by the author’s firm aided in tracking down
the culprit in three months. He pleaded guilty and was
sentenced in federal court for violations of the
Computer Fraud and Abuse Act (CFAA).

This investigation revealed multiple forms of physi-
cal and cyber-security vulnerabilities that allowed this
criminal to steal confidential data, not just from hack-
ing into the company’s computer network by using
obsolete but still viable authentication passwords and
tunneling into the corporate network due to configu-
ration flaws but also by “dumpster diving” or physically
going through the company’s unsecured trash bins. He
used multiple wireless routers that consumers are setting
up in their homes without changing the default settings
to secure access and log users and insecure computer labs
at local universities. The defendant was deftly able to
exploit multiple vulnerabilities for criminal purposes and
cause real economic harm to a company.

While the victim company did not seek redress from
the universities or the homeowners with open wireless
access points through which the perpetrator launched
his attacks, it seems only a matter of time before such a
suit is brought on the theory that lax security, that is,
negligence, by the innocent entity in the middle made
the attack possible.Allocating who will bear the cost of
cyber-security losses and when the cost burden should
be shifted from the victim to others is a time-honored
way in our legal system to force change and focus atten-
tion and resources on fixing problems.Yet, this alloca-
tion has been directed away from computer software
and hardware manufacturers, due to a federal trend of
providing liability immunity, as demonstrated by three
fairly recent examples of federal legislation.

Y2K Act 
Five years ago, when Americans were worried about

Y2K computer failures, Congress passed a liability-lim-
iting law that created special procedural hurdles for

plaintiffs who claimed either actual or potential com-
puter failures that caused harm before January 1, 2003.
This law preempted state consumer protection laws,
capped punitive damages, and limited liability for any
potential Y2K failures regardless of how much harm or
injury was foreseeable or caused.6 Opponents, who
were concerned that this law promoted a “don’t worry,
be happy” mentality instead of providing incentives for
software manufacturers to take remedial action and fix
the problems, lost this debate in the Congress.

In fact, the new law had the effect of allowing a soft-
ware manufacturer to avoid certification of a plaintiff class
of software consumers, after the manufacturer cancelled
technical support for a software product with a known
Y2K defect, rather than repair it.7 Other plaintiffs who
claimed harm from software with Y2K defects also had
their suits dismissed for failure to satisfy the new pleading
requirements under the Y2K Act or stayed with manda-
tory referral to alternative dispute proceeding.8

CFAA 
Y2K may have been a one-off event, but subsequent

laws similarly redirect liability for cyber-security failure
away from manufacturers. The CFAA is the primary
federal criminal statute prohibiting multiple forms of
computer crime, including computer fraud, viruses,
worms, theft of computer data, and hacking.This statute
has ridden the wave of concern about cyber-security
over the past 20 years, with periodic amendments,
which have dramatically expanded its reach. Tracking
these changes, and in particular, the scope of the civil
liability provided in this law, illustrates the trends gen-
erally at the federal level.

When enacted, the CFAA focused on outside hack-
ers or malicious insiders who obtained unauthorized
access to classified information or other information on
government computers. The only private data and
computers deemed sufficiently important to protect
were financial records or credit histories held by finan-
cial institutions.There was no civil liability, no specific
federal prohibition on damaging computers or stealing
data from computers, or any general federal protection
for private sector computers. Since then, Congress has
regularly amended the CFAA to expand its scope to
virtually every computer connected to the Internet, to pro-
vide civil causes of action for violations, and to create new
offenses for online extortions, damage, or alteration of data
by unauthorized users, the theft of data, and the transmittal
of damaging worms, viruses, or other programs.

One byproduct of the new offenses, in combination
with authorizing civil liability, was the use by software
consumers of this statute to sue software and hardware
manufacturers for defective or negligently designed prod-
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ucts.As one court explained, in allowing a civil suit under
the CFAA to proceed against the manufacturer of faulty
computer parts, “Congress, grappling with technology
that literally changes every day, drafted a statute capable
of encompassing a wide range of computer activity
designed to damage computer systems—from computer
hacking to time bombs to defective microcode.”9

Following the 9-11 terrorist attacks, Congress
amended the CFAA to increase penalties for abuse of
and to provide additional protections for government
computers.At the same time, a little-noticed but signif-
icant provision of the USA PATRIOT Act limited the
scope of civil liability for software or hardware glitches
so that no civil action may be brought under the CFAA
for the “negligent design or manufacture of computer
hardware, computer software, or firmware.”This provi-
sion limits the ability of consumers, including business-
es, to sue for alleged security vulnerabilities in software
or hardware that may have resulted in loss.

One commentator acknowledged that, “[a]dmittedly,
Congress seems to have intended the CFAA to curb com-
puter fraud and abuse resulting from unauthorized com-
puter use. Removing manufacturer liability is faithful to
the original purpose.” Nevertheless, “the unfortunate
result was to foreclose an opportunity for software manu-
facturers to be held liable for defective programming.”10

Critical Infrastructure Information Act 
Other recently enacted federal laws continue this

incentive and liability limiting approach. For example,
the Critical Infrastructure Information Act, passed as
part of the Homeland Security Act in 2002, granted
special protections to information voluntarily submit-
ted by businesses to any federal government agency
when that information is marked as “critical infrastruc-
ture information” (CII).This law was intended to make
moot the excuses that businesses used to explain their
reluctance to share with the government information
about cyber-security vulnerabilities and security risks
to systems supporting energy, banking, telecommunica-
tions, transportation, and other vital services, most of
which are owned and controlled by the private sector.

The CII Act provides private sector CII-marked
information with more protection than classified
national security information. CII-marked information
is exempt from Freedom of Information Act disclosure,
exempt from rules barring submission of ex parte mate-
rials to regulators, exempt from federal Advisory
Committee Act rules, and exempt from disclosure to
Congress. Criminal penalties apply to any government
worker who discloses CII-marked information.
Moreover, CII-marked information may not be used

directly in any civil action, even against persons other
than the submitter, without the submitter’s consent.

The number of CII-marked submissions has been
“underwhelming,” with only a handful of submissions
made between January and May 2004.11 Clearly, the carrot
that the government is offering to industry is insufficient
inducement for voluntary disclosure.The next resort may
be mandatory disclosure, which is the direction taken by at
least one state and in pending federal legislation.

Trends 
The current liability limitations at the federal level

reflect only a Pyrrhic victory for software and hardware
manufacturers. Consumer pressure for improved privacy
protection is forcing a new trend. States are responding
by enacting a patchwork of regulations and new laws.

California has taken the lead to shift the burden of
security risks to those owning and operating computer
systems and networks.The recent California mandato-
ry disclosure law (SB 1386) requires companies holding
computerized personal information of California resi-
dents to take steps either to encrypt this personal infor-
mation or adopt, as part of an information security pol-
icy, notice and disclosure procedures for any computer
security breaches, whether or not the breach occurs in
California. Noncompliant companies are subject to
civil suits, including class actions, for damages and
injunctive remedies in California courts. One com-
mentator observed that,“in forcing companies to come
clean, the California law takes the opposite approach of
the Bush Administration’s emerging cyber-security
policies, which encourage secret disclosure to govern-
ment officials, rather than public warnings.”12

Similarly, state attorneys general and the Federal
Trade Commission are using unfair practices laws in
enforcement actions against companies for data leakages
on Web sites and misleading consumers about the secu-
rity and privacy afforded their data.

A federal version of the California mandatory dis-
closure law is pending to require federal agencies and
companies possessing electronic data with personal
information to disclose any unauthorized acquisition of
such unencrypted information by notifying the persons
whose personal information was affected. Other pend-
ing bills targeted at spyware would require disclosure to
computer users of certain computer software features
that may pose a threat to user privacy.

Against the backdrop of cyber-terrorism fears, esca-
lating cyber-security losses, and privacy concerns, the
soapbox strategy may not provide sufficient assurance
that cyber-security vulnerabilities are being addressed
effectively and expeditiously.The National Academy of
Sciences has noted:
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Policy makers should consider legislative responses
to the failure of existing incentives to cause the mar-
ket to respond adequately to the security challenge.
Possible options include steps that would increase
the exposure of software and system vendors and
system operators to liability for system breaches and
mandated reporting of security breaches that could
threaten critical societal functions.13

Alternative approaches being suggested include:

• Providing tax incentives to increase network security
expenditures or to obtain cyber-security insurance,
using the marketplace to encourage implementation
of best cyber-security practices for lower premiums;

• Requiring distribution of computer software and hard-
ware with the most secure default settings activated;

• Enhancing the investigative and technical tools and
procedures available to identify and track malicious
online activity and actors;

• Imposing liability on manufacturers or network
operators for negligent actions or omissions that
enable widespread harm to others; and 

• Requiring disclosures by public companies of
potential cyber-risks or actual security breaches in
their annual Form 10-K disclosure.14

It is only a matter of time before federal policy mak-
ers get off the soapbox and start legislating more aggres-
sive measures.
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