
 

 
 
 
 
 
 



 
Your Company’s Data is Threatened:  Immediate Decisions About Whether to Involve 
Law Enforcement and How To Preserve Evidence 
 
by Allison D. Burroughs and Seth Berman1 
 
It’s a by-now familiar scenario: a corporate computer system is hacked, and sensitive proprietary 
data may have been stolen or compromised, including customer information. Or you receive a 
credible extortionate threat involving the public exposure of proprietary information over the 
Internet unless certain demands are met.  The truth is that there are a myriad of ways that a 
stranger or a disgruntled employee can use a computer hooked to the Internet to compromise 
your business information or disrupt your business operations.  In the constant crush of today’s 
marketplace, and given the ephemeral, quickly transferable nature of electronic data, savvy 
business leaders know they must act immediately to minimize damage and safeguard company 
property. One of the first options is to call law enforcement.  As a practical matter, however, it is 
critical to take a moment to prioritize the business advantages - and disadvantages – of making 
that call.   If the decision is made not to involve law enforcement, a company is effectively 
electing to handle the problem internally, perhaps with the assistance of an outside lawyer or 
vendor.   This second option necessitates company acting quickly to preserve available evidence 
on their own computer system and on the Internet.   
 
Whether to Involve Law enforcement 
 
In making the decision to report the violation to law enforcement, companies juggle several 
competing goals and priorities:  
   
● Identifying the perpetrator and retrieving any stolen data 
● Blocking criminals from gaining or regaining access to the system   
● Preventing the criminal from using or disseminating trade secrets   
● Protecting a company’s reputation; avoiding or minimizing negative publicity   
● Minimizing time and money spent addressing the problem   
● Deterring future attacks, threats or intrusions  
 
While involving the government furthers some of these goals, it can hinder others.  According to 
the 2008 Computer Security Institute (CSI)/FBI Computer Crime and Security Survey, 
approximately 27% of those responding reported their incident to a law enforcement agency 
(although interestingly, the top reasons for not reporting to law enforcement were “incidents too 
small to bother reporting and “believed that law enforcement couldn’t help”).  Looking at both 
the advantages and costs is a critical component to making an informed decision about involving 
the authorities. 
 
Assistance from law enforcement gives a corporation access to an arsenal of tools including 
search warrants, court orders, wire taps, pen registers, trap and trace orders, grand jury 
subpoenas, seizure warrants, and mechanisms for seeking cooperation from other countries.  
These weapons, which can be used to identify a perpetrator and ensure the return of proprietary 
information, are simply not available to private sector companies.  And while a company can 
certainly terminate an employee and threaten or initiate civil action, the government can actually 
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charge a hacker with crimes, arrest him or her, and force him or her to face the very real 
possibility of a felony conviction and sentence which may include fines and prison time.  
 
Additionally, if a company decides to conduct anything more than the most cursory 
investigation, it is likely to incur sizeable costs, including payment to computer forensics experts, 
the cost of pulling its own IT officers away from their normal responsibilities, and the possibility 
of significant system down time.  Should your company chose to handle an investigation in-
house, all of these costs will be borne by the company.  Alternatively, if the government 
undertakes the investigation and prosecution, though they will likely seek your assistance in 
gathering evidence, law enforcement will shoulder most of the financial burden.   

While the possibility of criminal prosecution – along with recovered assets, the deterrence of 
future attacks, and relief from the costs of an investigation – may make it appealing to call law 
enforcement, corporations are well advised to undertake a thoughtful risk analysis before 
deciding to involve the authorities.  
 
A business should realize that in investigating criminal activity the government will by necessity 
have access to its computer systems.  While government tends not to look beyond their 
immediate evidentiary concerns when investigating a computer system, there is a risk that law 
enforcement will stumble upon other information during their review of the systems. For 
example, it is hypothetically possible that an FBI agent investigating embezzlement from a 
health care company could find evidence of Medicare fraud, or that investigators searching for 
malicious identity theft could encounter employee trafficking in pornography.  These 
possibilities should be taken into account when deciding whether to give any third party - even 
law enforcement - access to your computer system.    
 
According to the 2008 Computer Security Institute (CSI)/FBI Computer Crime and Security 
Survey, after “believed law enforcement couldn’t help” and “incidents too small to bother 
reporting” the next most cited reason given by organizations for not reporting computer 
intrusions to law enforcement was the fear of negative publicity.  Reporting a crime makes it 
significantly more likely that the crime will become public, as the government will likely want to 
publicize the case as a deterrent, to encourage other victims to come forward, or to remind the 
public that the government is there to help.  While consumers are beginning to understand that 
certain types of computer intrusions are commonplace, the attendant publicity of reporting a 
computer crime can still hurt a company’s reputation with the public, particularly where credit 
card or other sensitive data is involved.  Consumers may refuse to do business with a corporation 
that appears unable to secure confidential information.   
 
Additionally, once the government is involved, it is singularly in control of the investigation and 
any ensuing prosecution.  The government - not the company - decides the scope and pace of the 
investigation, including when and where to interview employees, what documents they require 
access to, and whether and when to settle or to bring charges.  Moreover, because grand jury 
proceedings are secret, the government cannot share with a company what it learns from grand 
jury witnesses.  Because the government is limited in what it can share, a company could not 
expect to be routinely updated on the status of the government's investigation, the identity of the 
perpetrator, or the government’s intentions with respect to bringing criminal charges. For many 
companies, the inability to control the pace and timing of the investigation, coupled with the 
relative information blackout on how the investigation is proceeding mitigate strongly against 
involving the government. 
 
If your analysis leads to the decision to report the incident, a cooperative attitude and a lawyer 
with the right experience are critical to managing your company’s risk.  First and foremost, 



establishing a cooperative relationship from the outset makes it more likely that the government 
will respect your business concerns and schedule interviews at the convenience of the company, 
which can significantly reduce down time and the cost of the investigation. It can also help in 
shaping public outreach through the media and avoiding the public disclosure of particularly 
sensitive information. 
 
Even if you are reasonably secure that your corporate house is in good order, a lawyer trusted 
and respected by the US Attorney’s office can work to limit the scope of the investigation and 
restrict access to certain company records. Counsel may help to convince the government to 
provide you with additional information on the status of an investigation, and may be able to 
obtain certain protective orders to prevent the disclosure of trade secrets and other confidential 
information.   
 
Locating and Preserving Evidence 
 
As with all crimes, the evidence of computer crimes deteriorates with time.  Moving quickly to 
begin an investigation – with or without assistance from law enforcement - is the right course of 
action. If you decide not to involve law enforcement, you are effectively deciding to handle the 
problem internally, with or without the help of counsel or a vendor.  If you do decide to involve a 
lawyer or vendor, it is, as always, important to find an attorney or forensic specialist with 
relevant experience.  While you are deciding whether to hire someone or even whether to involve 
law enforcement, there are basic steps that can be taken to ensure the preservation of evidence.   
 
It is first important to have a basic understanding of the Internet and where you can expect to be 
able to locate relevant evidences.  The Internet was designed to be a distributed network lacking 
virtually any centralized control.  Simply put, “There is no there, there.”  It is thus impossible to 
send a subpoena to the Internet.  Of course, that does not mean that there is no evidence capable 
of being gathered, it is just a bit more difficult to figure out what that evidence is and where it 
can be found.  Broadly speaking, when an attorney is trying to gather evidence from the Internet, 
he/she should look for three types of evidence:  
 

1) What Internet protocol addresses were involved with the incident? 
2) Is there web content that needs to be preserved? 
3) Is there evidence on the users’ computers or computer systems? 

 
Internet Protocol Addresses: 
 

 Every computer connected to the Internet is designated with a unique numeric address.2  
This is very similar to the phone numbering system.  An Internet service provider must assign an 
IP address to a computer before it can access the Internet.  Computers require an IP address to 
determine how to route and transmit data across the World Wide Web.  The IP address thus 
becomes a unique identifier that can pierce the seeming anonymity of the Internet.  Some 
websites log some or all of the IP addresses of their users.  For example, many websites maintain 
the IP address that was used when an account was initially created.  Others keep logs of the IP 
addresses each time a user logs into the website.   If logs are kept by the relevant website, an 
analysis of that website’s response will determine who the IP address service provider is, and 
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allow the issuance of a subsequent subpoena to determine the specific computer assigned that IP 
address at the relevant time.3 

 
Web Content: 
 
The Internet contains both public data, such as most websites, and non-public data, such as a 
person’s emails.  Both are very volatile and subject to change without notice.  Thus, if an 
attorney needs to preserve data on the web (whether public or private data) he/she must act 
quickly.  Private data can only be preserved by sending preservation letters and subpoenas to the 
provider hosting the relevant private content.  Public data, by contrast, can usually be preserved 
without a subpoena.  However, no one should make the mistake of assuming that just because a 
website is available today it will be available (and unaltered) tomorrow. 
 
Because the web is dynamic, a website’s data cannot be relied upon for its longevity.  Data from 
websites routinely are altered or deleted altogether.  Therefore if information is needed from a 
website, there is an urgent need to preserve the website so as to capture the relevant evidence.  
The techniques for capturing a website vary depending on the underlying technology used to 
build and maintain the website.  Some websites can be simply downloaded so that they will be 
preserved and function offline.  Others cannot be downloaded and, instead, must be preserved by 
essentially creating a movie of the website and its functionality, which can be replayed at a later 
date.  Other websites may require yet other methods of preservation.  Regardless of what method 
of preservation is required, it is important to remember that because websites change over time, 
it may be beneficial to preserve websites on multiple occasions to create a series of “snapshots” 
showing how a site changed over time.  This can be especially useful in instances where the very 
fact of habitually updating a website, or the dates and times of the updates, are of evidentiary 
significance.   
 
Data from the Users’ Computers: 
 
Every Internet interaction starts with a computer.  This initiating computer contains significant 
information about what was done by its user.  Most computers maintain, unbeknownst the user, 
an evidentiary trail of the user’s actions.  This may include logs of websites the user visited, 
images from the websites, web-based email the user accessed, and history of deletions or wiping 
on the computer.  Moreover, if the computer was part of a corporate network, the corporation 
may keep separate logs of the user’s login, access rights, and web activity.  These can all provide 
crucial evidence of a user’s activity. 
 
Thus, there are places where a victim company can locate and preserve relevant evidence, for use 
in civil or criminal litigation; to substantiate an employment decision; or simply to help 
understand an incident and use that knowledge to prevent a future incident.  Locating and 
preserving evidence is critical if a company contemplates future action.  This can be done 
internally or with the help of outside counsel and/or a vendor with an expertise in computer 
forensics.   Alternatively, a company can quickly decide to involve law enforcement and leave 
the challenges and costs of evidence collection and preservation to them.  Involving law 
enforcement may or not be the best thing for your company, so take time to consider it carefully 
in light of company goals and priorities before taking the first step.    
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may still not be possible to trace the conduct all the way back to a specific user.  Instead, the IP addresses may 
ultimately reveal, for example, that the illegal conduct was done in a public location with Internet access.  At that 
point, more traditional, non-Internet based investigatory techniques may be necessary to trace the conduct to the 
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