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The anonymous e-mail demand was blunt: 
“This is your notice that you are being given 
two weeks time to give $17,000,000 cash” or 
else “I will NOT deactivate all those servers 
that have been programmed to deliver DDOS 
attacks to IP attorneys world-wide, salvo 
after salvo, with compromised proprietary 
information.”1  The company victimized 
by this extortion demand had been on the 
receiving end of a harassing e-mail campaign 
for over a year but this e-mail catapulted an 
annoying situation into a crisis. 

The same anonymous perpetrator had sent 
hundreds of “spoofed” e-mails designed 
to appear as authentic messages from 
the company’s officials to customers with 
derogatory text about the company and 
attachments containing stolen confidential 
information and offensive sexually explicit 
patent applications.  The perpetrator had 
successfully cloaked his identity by using 
unauthorized access to unprotected wireless 
computer networks in homes and businesses 
and computer labs at local universities.  In 
short, this was a sophisticated hacker and 
cyber-crook who appeared capable of making 
good on his extortion threat to unleash the 
company’s confidential and sensitive data 
to the world while shutting down, through 
distributed denial of service (DDOS), attacks 
the computers of customers and potential 
customers.    

In this case, tracking the suspect required 
the combined resources of law enforcement, 
a behavioral psychologist and a private digital 
forensic and investigations firm.  Over the 
course of three months, after the author’s firm 
was brought into the case, steps were taken 
to ascertain whether the perpetrator was a 
malicious insider or outside hacker; to close 
security vulnerabilities within the company’s 
network subject to exploitation, profiling, 
and other techniques; to identify the suspect 
and whether he was working alone or with 
co-conspirators, and to monitor the suspect’s 
movements and connect his whereabouts 
to the locations where anonymous e-mails 
originated.  In the end, he was caught “red-
handed” in his car with his laptop, computer 
equipment, and an antenna used to “surf” 
the airwaves to find open wireless Internet 
connections to hijack.  More items related 
to the attempted extortion were located in a 
search of the perpetrator’s house, including 
firearms, components for hand grenades, 
explosive powder and the ingredients, such 
as large quantities of castor beans, for making 
ricin, which is fatal in small quantities.2  

In-house counsel and outside attorneys are 

usually the first people called when companies 
or individuals confront problematic situations 
that put their businesses in jeopardy.  These 
situations may range from the lawsuit 
triggering electronic discovery obligations or 
a document demand for electronic records, to 
a network intrusion, denial of service attack, 
theft of intellectual property, an employee 
using the company network to download child 
pornography, or other kinds of unauthorized 
or even criminal activity.  In each of these 
situations, the attorney is called upon not 
just for legal advice but also practical advice 
about what to do.  Since most information 
created and received in an organization is 
generated electronically and is stored on hard 
disks,3 attorneys would well-serve their clients 
to know enough about digital forensics to 
make strategic decisions about its use in these 
situations, rather than forfeiting this evidence 
out of ignorance.  

Attorneys do not have to become 
computer scientists or professional cyber-
sleuths to use digital forensics and, in fact, 
should leave to the independent forensic 
experts the performance of computer 
and network examinations.  Yet, given 
the ubiquity of electronic information and 
electronic storage devices, every attorney 
should have an appreciation of the scope 
and types of information that digital forensic 
examinations can reveal from desktop and 
laptop computers, servers, personal digital 
assistants (PDAs), cellular telephones, and 
Blackberries, not only to avoid missing useful 
evidence to support a client’s claims, but also 
to anticipate its defensive applications.  

This article will survey the different types 
of evidence to search for on a computer or 
network, and the more common situations 
where such evidence may be probative and 
computer forensic expertise helpful.  While 
it is the job of expert computer forensic 
examiners to preserve and examine digital 
evidence in a manner that does not damage, 
modify, or alter the data, attorneys should 
themselves be familiar with the kinds of 
evidence that can be found on a computer to 
help clients appreciate when such expertise 
would be helpful.  

When to Speed-Dial
____Computer Forensics Experts______

   
The situations where the assistance of a 

computer forensic expert may be helpful 
or even necessary are myriad, and just a 
few are highlighted here.  For example, 
possible employee malfeasance may warrant 

examination of the employee’s workplace 
computer.  If a company suspects an employee 
is stealing, or using in an unauthorized manner, 
trade secrets or other confidential business 
information, such as customer lists or pricing 
data, examining the employee’s computer 
may show improper copying or transfers of 
the stolen digital property onto thumb drives 
or other removable media, or to web-based 
e-mail accounts to avoid the corporate e-mail 
account.  If a company discovers violations of 
workplace computer use policies involving 
employee installation of highly insecure peer-
to-peer file-sharing software, compounded 
by use of that program to download pirated 
music or child pornography, the company 
may itself face liability risks associated 
with copyright infringement or possession 
of contraband.4  Forensic imaging and 
examination of the employee’s computer 
may reveal the extent of the liability exposure 
and bolster any administrative sanction the 
company determines is appropriate. 

When confronted with document demands, 
subpoenas for records, or electronic 
discovery preservation and production 
obligations, attorneys must balance their 
clients’ legitimate concerns over compliance 
costs with the risks of compliance shortfalls.5  

Noncompliance—inadvertent or caused by 
the intentional disregard of a litigation hold 
by a rogue employee—can have serious 
adverse repercussions for a company, ranging 
from costly spoliation sanctions to criminal 
liability for document destruction, either of 
which may be accompanied by reputational 
harm.6  A company served, for example, with 
a document demand for all e-mails for the 
CFO, should preserve and search not only 
that employee’s workplace computer and e-
mailbox on the networked server, but should 
also preserve and search file servers for 
archived e-mail, old computers used by the 
employee, PDAs, and other areas depending 
on the network topography and scope of the 
request.  Using digital forensics to preserve 
the relevant data, particularly of “key players” 
in the litigation, may counter any subsequent 
claims of insufficient search and preservation 
efforts and may provide exculpatory evidence 
to allay suspicions of improper deletion 
activity.  Indeed, one court, which has issued 
a series of influential decisions on the scope 
of the preservation duty, has advised that 
keeping a set of existing backup tapes and 
a going-forward procedure for segregating 
later-created documents, “along with a 
mirror image of the computer system taken 
at the time the duty to preserve attached 
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(to preserve documents in the state they 
existed at that time), creates a complete set 
of relevant documents.”7

In situations where electronic records 
appear to be missing, or exist in a form 
that is surprising to one party, a computer 
forensic examination may shed light on the 
discrepancy and even dispose of the case.  For 
example, if examination of a computer shows 
that a wiping program was used to delete 
data and render the data unrecoverable, 
that fact alone may be sufficient, depending 
upon the timing of the use of the destructive 
program, to show consciousness of guilt 
in both civil and criminal cases.8  Where a 
“surprise” e-mail or other electronic record 
shows up in litigation, computer forensics can 
help establish its authenticity, or lack thereof, 
through examination not just of the record 
itself but the contextual clues found in critical 
areas of the hard drive, described in more 
detail below.9  

What to Look for on
_______Computer Hard Drives________

The activities of a computer user can be 
revealed by examining the data in both the 
active file directories, which are accessible 
to the user, and hidden files, which are 
accessible only through expert analysis and 
use of forensic tools.  Hidden data includes 
data stored in unallocated, slack, and swap 
space on the hard drive;10 files that the 
computer user has deleted; operating system 
logs; data from Internet surfing that the 
operating system has cached or automatically 
stored (without the user’s knowledge or 
active intervention), and unsaved data, 
which the user has viewed or created without 
intentionally saving, but the operating system 
automatically saved. 

Caution must be exercised in getting to 
any of this information, since every time a 
computer is turned on and booted-up—or 
turned off—the data on the computer may be 
altered, modified, or even lost.  For example, 
when a computer is turned on, the operating 
system automatically resets the clock and 
modifies the dates on documents and Excel 
spreadsheets that have been set by the 
computer user for automatic date setting.  In 
addition, data stored in temporary memory is 
lost and new data can overwrite deleted data, 
making it unrecoverable.  In many corporate 
networks, virus scans are triggered to run 
automatically upon boot-up, a process that 
can also alter metadata associated with files 
subject to the scan and over-write deleted 
data that might otherwise be recoverable.  
Computer forensic examiners use specialized 
tools to block a computer’s operating system 
from triggering these automatic processes 
that can alter data so that an exact bit-stream 
image of what is on a hard drive at a particular 
time is obtained for examination.  

Computer Usage Overview
After a computer hard drive has been 

forensically preserved, a useful first step is to 
develop a general overview of its contents.  A 
System Usage Report can detail for counsel 
the names and period of use of the primary 
users of the machine, the directory and folder 
structure the user employed to organize files, 
any wiping or unusual deletion activity, the 
presence of encrypted files, Internet history, 
applications installed, e-mail accounts used, 
and use of external storage devices such as 
servers or USB thumb drives.  These reports 
can assist in quickly pinpointing relevant 
files or areas that need drill-down analysis or 
further review. 

Active Files
Active files are accessible to the computer 

user.  Although finding the data that a user 
has either deleted from, or does not know has 
been saved automatically to, a hard drive is 
often the most revealing part of a computer 
forensic examination, active files provide 
valuable information, including information 
that a user has tried to hide in plain view 
by changing the file extension, applying a 
misleading name, or storing the file in an 
unusual location on the hard drive.  
File System Metadata

Metadata, or “data about data,” is 
maintained about each file both by the 
operating system and in the file itself.  Recent 
versions of the Windows operating system 
maintain three date and time stamps for 
each file: the creation date, when the file was 
first saved on the hard drive upon creation, 
downloaded from the Internet, or transferred 
from another media source; the last modified 
date, when the data within the file was last 
changed; and the last accessed date, when 
the file was last opened and viewed.  These 
date/time stamps are known as “file system 
metadata” and are generally hidden from 
view, but can be accessed in Windows by 
clicking “File,” then “Properties.”  The act 
of checking the “Properties” of a file, even if 
the file is not opened, will actually modify the 
system metadata of the file reviewed, absent 
the use of forensic tools. 

The file system metadata stamps are applied 
to each file according to the computer clock, 
which can be reset or may not be accurate.  If 
possible, computer forensic examiners often 
compare the subject computer’s clock setting 
upon seizure or acquisition of an image 
to evaluate the accuracy of the date/time 
settings.11

The file system metadata can provide 
useful information about how the computer 
was used and when.  The active files on 
a computer may be sorted by forensic 
examiners into chronological order by the 
date created, modified, or accessed to give 
an investigator a time-line of the activity on 
a computer.  If, for example, criminal activity 
is documented on a computer during periods 

when an employee has a confirmed alibi or 
is not on duty, investigators may want to 
expand the list of possible suspects or co-
conspirators to other persons with access to 
the computer. 

Embedded Metadata
In addition to date/time stamps maintained 

by the operating system, other metadata 
characteristics are embedded in the file 
itself, and therefore carried with the file no 
matter where it is stored or transferred.  This 
aptly-named “embedded metadata” may 
contain additional details about a file that 
would otherwise be hidden.  Embedded 
metadata is accessible in full only through use 
of specialized forensic tools.  For example, 
many word processing and e-mail programs 
contain the author, revisions, and even names 
of people who made changes to a document.  

Embedded metadata can be illuminating, 
as the British government learned to its 
embarrassment in February of 2003.  During 
the debate about British participation in the 
Iraq war, the Blair administration published 
a dossier on Iraqi intelligence written in 
Microsoft Word on their web site.  As shown 
below, the metadata embedded in the Word 
document revealed the last ten revisions 
to the document, the names of the people 
who worked on the document, and previous 
names of the file.12  

In the report above [Image 1], the first 
section of metadata shows that this Word 
document was stored on a computer 
associated with Stroz Friedberg (the author’s 
firm).  The second section of the metadata 
reflects the title of the document, while the 
third section shows that the document was 
created and last saved on “2/3/2003,” by 
the author “MKhan.”  The last section of 
metadata displays the names of the last ten 
authors, who worked on the document and 
made each of the ten revisions, along with 
the file directory locations where each author 
saved the file, including the last of the ten 
authors, “MKhan.”  

This otherwise hidden information in 
Microsoft Word documents can be used 
to track a document across both multiple 
computers and multiple authors.  In this 
example, the metadata lists the users “P. 
Hamill,” “J. Pratt,” “A. Blackshaw,” “M. 
Khan,” and “cic22” as previous authors.  The 
path listings of revision numbers 5 and 8 show 
that the file was saved to a floppy drive (A:\), 
which is most likely how the document made 
its way to the listed computers.  In fact, the 
hearings before Parliament on this matter 
have since disclosed that the dossier was 
provided on a floppy disk to Mr. Blackshaw 
and subsequently to then-Secretary of State 
Colin Powell for his presentation before the 
United Nations.

 Soon after the dossier was posted on the 
Internet a reader reported that the document 
was at least partially plagiarized from an 
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American researcher on Iraq and that the 
“intelligence” dossier had been edited 
by various press officers within the Blair 
administration.  The Blair administration was 
subjected to hearings to explain to the British 
Parliament both the plagiarism and the role of 
the communications and press officials in the 
preparation of the dossier.   

The date/time stamps can also be helpful 
in intellectual property theft cases in 
understanding the sequence of how the theft 
was accomplished. In Jackson v. Microsoft 
Corp.,13 the court credited the testimony of 
a computer forensic examiner who found 
identical confidential business data files on 
two CDs and a laptop in the possession of 
the plaintiff, a former employee.  Based upon 
the creation dates of the files in question, 
the expert was able to determine that the 
data files on the CDs were created the day 
before the employee left his employment at 
Microsoft and that the files from the CDs were 
placed on the employee’s laptop later the 
same evening.  The expert was further able to 
determine that, contrary to representations of 
the former employee, many of the confidential 
files had been last accessed on the laptop 
over the course of the plaintiff’s two-day 
deposition.  The court dismissed the plaintiff’s 
suit due to his misrepresentations to the 
court and unlawful possession of Microsoft’s 
proprietary information.14

Shortcuts
Windows operating systems have a 

“shortcut” feature that appears as icons 
on the desktop.  Shortcuts may be created 
for specific applications or files to which a 
computer user would like easy and quick 
access.  Once created on the desktop, 
the shortcut icons provide access to the 
application or file with a double-click.  The 
presence of a shortcut for a file or application 
can be highly probative of the user’s 
knowledge of, familiarity with, and use of 
those files or applications.  For example, in an 
online music piracy case, a defendant’s denial 
of downloading copyrighted music may be 
refuted by the presence of a shortcut icon 
to Kazaa, Morpheus, or other peer-to-peer 
file sharing program on his or her computer.  
The dates of creation of a shortcut may also 
be recovered from the computer hard drive 
and may itself be probative of the user’s state 
of mind.  Installation of a shortcut to a “wipe” 
program on the date a document demand 
was delivered would be probative to show 
improper deletion activity, even if the wipe 
program itself had been installed months 
before. 

Application Registry
Forensic examiners are able to recover from 

computer hard drives a list of all the systems or 
applications installed on a computer, including 
the dates of installation, use, and deletion.  
This can be useful information depending on 

Some users may try to hide files in plain 
view by re-naming the files or moving them 
to buried directories within the active files.  
As one court noted, “a computer user can 
mislabel or deliberately label files to avoid 
detection.”17  Indeed, the web site of one 
vendor of a key-logging software program, 
which can be remotely installed on a target’s 
computer and has been used to gain 
unauthorized access to computers, expressly 
counsels purchasers of its program on how to 
hide its installation, stating:  

You may wish to change the NAME 
of this INSTALL file to something like 
MyPhotos.exe or CompanyUpdate.exe 
or another name you think will make it 
more likely that the child or employee 
will click on.18

The Windows operating system and other 
application programs automatically apply file 
extensions to the ends of file names to identify 
the type of file it is.  Microsoft Word document 
files are automatically designated with the 
extension “.doc” at the end of the file name; 
Excel spreadsheets carry the extension “.xls”; 
picture or graphic files carry the extensions 
.gif, .jpg, .tif, .pdf, or .emf, as well as others.  
These naming convention extensions may be 
manually modified by a computer user in an 
effort to hide them, but forensic tools may be 
employed to check the files and determine 
whether there is a mismatch between the 
type of file and the extension and identify 
those files for which the extensions have 
been intentionally modified or renamed.  
For example, a former employee who has 

the nature of the case and circumstances of 
the activity under investigation.  For example, 
evidence of the use of a de-fragmentation 
program to re-organize data on a hard drive 
(which over-writes data on portions of the 
hard drive and can make recovery of deleted 
data more difficult),15 or of a wipe program 
to erase data on a hard drive at around the 
same time that a suspect became aware of 
an investigation, would be probative of the 
user’s state of mind.16  In embezzlement, 
fraud, or theft of intellectual property cases, 
the installation on a user’s computer during a 
relevant time period of key-logging software 
used to collect user passwords and access 
codes remotely via computer networks, could 
provide key evidence as to how the crime was 
executed and the user’s role in the crime. 

Search History
The registry also maintains a list of searches 

conducted by a user on the computer and 
the date the search was done.  The Windows 
search tool is accessed by using the search 
feature on the “start” menu or the “find” 
feature on the Microsoft Outlook e-mail 
program.  Accessing this search history and 
finding out what searches a user conducted 
may reveal the preparatory steps taken 
to identify files to delete or copy from a 
computer.  For example, an employee 
targeted in an internal fraud investigation who 
wants to delete all references to files related 
to the malfeasance, may first do a search for 
associated words and then proceed to delete 
each file containing a reference. 

Renamed Files
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stolen a “CUSTOMER LIST.xls” may attempt 
to hide the file by renaming it “BIRTHDAY 
PIX.gif” with a different file name and 
extension.  This effort can boomerang if it is 
discovered and provide valuable confirmation 
of the employee’s culpable state-of-mind and 
knowledge of inculpatory files.    

Keyword Searches and Other Filters
Hard drives may hold millions of pages of 

files and present an overwhelming volume of 
information for counsel to review.  This task 
is made more manageable by developing a 
list of keywords or other filters designed to 
identify those files with information relevant to 
the case or investigation.  Keyword searches 
can be conducted not only on the active files 
in allocated space on the hard drive, but also 
on other spaces on the hard drive that are 
only accessible through use of forensic tools.  

A powerful search program, called dtSearch, 
may also be used by forensic examiners to 
index every word in active files, including e-
mail, on a hard drive, or associated network, 
to facilitate searches.  The index will show 
the number of times a word (or its synonyms, 
phonetic spellings, or misspellings) appears 
and in which files, with the “hits” highlighted 
and displayed for easy access.  This search 
utility allows rapid searches for words or 
phrases over many gigabytes of data since 
the search is conducted on the index, rather 
than by accessing the actual files.  

Instead of looking for a specific keyword 
on the hard drive, it may be more important 
to identify all telephone numbers, e-mail 
addresses, or physical street addresses that 
may be present on the hard drive.  Even when 
the specific number or address being searched 
for is unknown, forensic examiners are able to 
use a sophisticated UNIX search utility, called 
the generalized regular expression parser 
(GREP), to identify forms of text rather than 
a specific text, and cull from a hard drive, 
lists of physical addresses, e-mail addresses, 
or telephone numbers that are stored on the 
computer.   

For example, if a company wants to 
locate the persons who have been acting 
in collusion with a disgruntled employee to 
post derogatory or confidential information 
about the company, a forensic examiner 
could use a GREP search on the hard 
drive for any telephone numbers, physical 
addresses, or e-mail addresses, without any 
specific information on the precise numbers 
or addresses.  Similarly, in an identity theft 
case, in which an investigator was interested 
in finding all social security numbers and birth 
dates on a hard drive to determine whom the 
suspect may have victimized, the forensic 
examiner would be able to use a GREP search 
to identify any such personal information 
present on the hard drive. 

Deleted Files
Deletion of files from computers using the 

Windows operating system changes the file 
path, or location, of the files from the active 
directory to the recycling bin, where the file 
may be recovered until the user empties the 
bin or the bin fills up and the system over-
writes the oldest files.  Users are also able to 
program the settings for the recycle bin to 
empty automatically at set periods of time of 
the user’s choice.  Booting up a computer in a 
non-forensically sound manner can trigger the 
dumping of deleted data from the recycling 
bin.

Files that are emptied from the recycling 
bin are not accessible without a forensic 
examination.   Using forensic tools, a 
forensic examiner can profile a computer 
for the names of the files that have been 
deleted since the installation of the 
computer’s operating system.  This profile 
can be compiled in a spreadsheet format 
showing in chronological order the names 
of files that were deleted by the computer 
user or automatically by system files and 
whether the files were overwritten.  Mass 
deletions of files, particularly those relevant 
to an investigation, on a day after the suspect 
received a subpoena or otherwise was alerted 
to an investigation, would spell trouble for a 
suspect and provide probative evidence of 
the suspect’s inculpatory state of mind.19   

Deleted files that have not been over-
written in unallocated or slack space may be 
recoverable in full or in fragments, although 
these recovered files may not have clear 
creation or deletion dates associated with 
them. [Image 2]

Unsaved Data
Data that has appeared on the computer 

screen but not saved by the user is oftentimes 
cached on the hard drive and still accessible 
through forensic analysis.  This data can 
include: web pages the user has viewed on 
the Internet; e-mails that the user has opened 
but not saved to the hard drive; any data, such 
as text, graphics, or spreadsheet cells, which 
a user has pasted and moved from one file 
to another; or text that a user has created on 
the computer but stored to a floppy disc or a 
network server, rather than to the hard drive.  
Generally, the greater the frequency of new 
data being saved to the hard drive and the 
longer a computer is in use, the higher the 
probability that older, deleted data will be 
overwritten. 

This feature of computers helped solve an 
investigation in which an anonymous letter 
containing derogatory and confidential 
information about the company was 
received, and the company sought to identify 
the author before the information was 
disseminated more widely.  Forensic analysis 
of the company’s computers revealed a draft 
of the letter in the swap space of a computer 
used by one employee, who had drafted the 
document, printed it, and then closed the 
document without saving it, thinking that 

the file was “gone.”  Unbeknownst to the 
employee, the document was cached on the 
hard drive and completely recoverable.

Internet History
When a computer user surfs the Internet, 

the Windows operating system captures 
URLs or addresses on the Internet that the 
user views, along with the date and time the 
viewing occurred.  In addition, the operating 
system saves every search that the user types 
into the Internet Explorer browser.  Forensic 
examiners are able to capture the URLs 
accessed from a particular computer and 
produce that history in both text form and in 
HTML format so that the URLs that are still 
operative may actually be accessed.  

The Internet history can provide valuable 
information about a computer user’s interests 
and access to information that may be 
relevant to a case. Bookmarks on the Internet 
search engine highlight for investigators 
those online sites in which the user has 
particular interests.20  For example, a suspect 
in a harassment or stalking case, who claims 
not to know that the victim lived at 3400 
International Drive, would have a difficult time 
explaining why the Internet history from his 
computer hard drive showed him searching 
a map site for directions to that specific 
address, which he had typed into his browser. 
[Image 3] 

The hard drive will regularly cache the code 
constituting web site pages visited in a series 
of temporary files.  These temporary files will 
in part still exist as active files on the disk.  
However, since the size of the storage area 
assigned to house these files on the disk is 
limited in size by a number of factors, cached 
temporary Internet files tend to be deleted 
and overwritten; but they may be recovered 
in whole or in fragments using forensic tools.  
Since this data is not organized in any fashion, 
the best way to find this data in unallocated 
space on the hard drive is by doing customized 
searches, including for specific URLs that have 
been identified as those visited by the user or 
for keywords that may have appeared in the 
URLs.

Printer Spool History
The fact that a computer user printed a 

particular document or information from 
a computer may be relevant to the user’s 
knowledge of the document’s existence and 
its importance or to an understanding of what 
a user did with the document.  For example, 
in an economic espionage, theft of trade 
secrets, or intellectual property case, the fact 
that a suspect printed key information from 
a company computer in order to remove it 
from the premises is important information 
that can be gleaned from a log maintained on 
the computer of the temporary files created 
for files printed from both the computer hard 
drive and removable media installed on the 
machine.
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Removable Media History
Forensic examiners are able to determine 

from an examination of a hard drive whether 
and when any programs were installed to 
use external media, such as compact discs or 
floppy discs.  In addition, analysis can often 
reveal what data was copied to removable 
media and when.  This information may be 
relevant in intellectual property theft cases, 
where evidence that an employee copied 
sensitive business files on a removable media 
would be highly probative of how and when 
the data was stolen. 

Logging
Log file analysis is an essential tool for 

forensic examiners in cases that involve 
suspicious modification of or alterations to a 
computer system.  These cases can include 
the backdating of electronic documents, 
installation or use of wiping software, or 
hacked computer networks.  The types of log 
files that exist are as varied as the computers 
and servers from which they are produced.  
User activities on newer Windows-based 
laptop or desktop computers are logged in 
the Windows Event Logs.  Similarly, UNIX-
based operating systems, which are used on 
many servers and Linux-based PCs, also log 
user activities entered in a file called a history 
file.  These logs track significant occurrences 
on the computer system and, in the case 
of event logs, include errors logged by 
applications, valid and invalid logon attempts, 
installation or removal of software programs, 
and the deletion of files.  Depending on the 
requirements of the case, log files can be 
used by the forensic examiner to corroborate 
computer use at a certain period of time, 
examine possible tampering with the system 
clock to back-date documents, or look for 
the installation of a particular program like a 
key logger, which captures all the keystrokes 

made by a computer user, or a root-kit, which 
is a set of hacker tools to gain administrator 
level access and control over computer 
functions.  

____________Conclusion______________

Digital forensics can provide a trove of 
evidence about a computer user’s activities, 
state-of-mind, and knowledge of and access 
to specific information.  This evidence may 
be useful and sometimes critical to evaluate, 
authenticate, and give context to e-mails and 
other electronic records that are central to 
a case.  Moreover, as the rules governing 
electronic discovery continue to evolve and 
the sanctions for spoliation make headlines, 
the use of forensic methods to preserve 
electronic data, particularly for key players, 
should be considered, as such preservation 
can provide exculpatory demonstrations 
that data was not improperly deleted, and 
is a recommended option for the most risk-
sensitive situations, including law enforcement 
and regulatory agency investigations. 

Digital forensics also plays an important 
role in investigating malicious and criminal 
computer activity.  The case of the extortion 
demand mentioned at the outset of the article 
ended happily for the victimized company: 
digital forensic analyses, combined with other 
investigative methods, were able to provide 
assurance that no disgruntled insider was 
involved and established the perpetrator’s 
guilt beyond any doubt.  After pleading guilty, 
he is currently serving sixty-three months 
in prison on the cyber-extortion charges 
and was sentenced in another district on 
September 13, 2005, to a consecutive term of 
forty-one months in prison for his possession 
of ricin and improvised hand grenades.21 
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