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Dialing Up and Drilling Down

Forensic Preservation of
Handheld Devices

By Dana J. Lesemann and Heather Mahalik - 1ssa member, Northern Virginia, USA chapter

The digital forensic examiner must know how to preserve and acquire data effectively on

handheld communication devices. This article provides an overview of preservation issues,

solutions for examiners, and tips for successful preservation of handheld devices.

ell phones, pagers and other personal digital assis-

tants (PDAs) provide people with the ability to ex-

change pictures, check email, surf the Web, capture
videos, listen to music, or watch movies in the palm of their
hand. The future holds even greater promise as these devices
may be used as “digital wallets” to pay bills, check account
balances, and store other forms of data. In some circumstanc-
es, however, a handheld device can become the focus of litiga-
tion, investigation, or law enforcement action. At that point,
a tool of convenience becomes a source of digital evidence.
Digital forensic examiners may be called upon to preserve
a wide variety of handheld devices that can produce critical
evidence, including email, call logs, pictures, password, vid-
eos, user-created documents, and text messages. Recent news
headlines tell the stories:

= July 2007: A football player from the University of
Minnesota is charged with sexual assault after a cell
phone video revealed the football player had sex with
a woman who was unconscious from consuming a
large amount of alcohol.

e January 2008: The San Francisco police obtained a
search warrant to examine cell phones belonging to
the two young men attacked by a tiger at the San Fran-
cisco Zoo as they tried to determine what events oc-
curred right before the attack. Police recovered mes-
sages and photos but none appeared incriminating.?

1 http://abcnews.go.com/TheLaw/story?id=3386076.
2 http://www.mercurynews.com/scottherhold/ci_7987913.

= September 2008: Detroit Mayor Kwame Kilpatrick
resigned after the Detroit Free Press published text
messages from a city-owned pager that contradicted
testimony Mr. Kilpatrick and his chief staff had previ-
ously given under oath.®

As PDAs, cell phones, and other handheld devices integrate
new technologies for communications and data storage, they
will continue to emerge as sources of additional evidence in
criminal and civil investigations. Consequently, digital fo-
rensic examiners must know how to preserve and acquire
data effectively on handheld communication devices. This
article provides an overview of preservation issues, solutions
for examiners, and tips for successful preservation of hand-
held devices.

Preservation of data

A digital forensic examiner must carefully choose the tools
used in preserving the handheld device. Different tools may
capture only portions of the data on the target device; there-
fore, examiners may have to use multiple preservation meth-
ods to ensure that the most data is preserved from the target.
In order to understand the difficulty in preserving handheld
devices a description of the component areas containing user
data may be useful. These areas are memory, media, and
modules that are dedicated to specific uses.

3 http://www.detnews.com/apps/pbcs.dll/article?AID=/20080124/METRO/801240417.
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Types of data on handheld devices

Memory

Memory can either be volatile or non-volatile. Volatile mem-
ory, such as “random access memory” (RAM) offers fast read
and write access. However, RAM can be lost when a device
loses power. Non-volatile memory, which includes “read only
memory” (ROM), is not lost when a device loses power.

PDAs such as Palm Pilots typically use RAM to store their
operating system and data for applications and files. As a re-
sult, if the device loses power, this information will be lost.
Unless the device uses alkaline batteries, replacing the bat-
tery may also render data unrecoverable. Examiners must
therefore check that all requisite power cords are available
when acquiring a PDA to ensure that there is sufficient power
to complete the acquisition.

Cell phones, on the other hand, use non-volatile memory to
store data, which is similar to a hard drive on a computer, but
on a smaller scale. The operating system on a cell phone is
stored in ROM and it normally does not lose data if its battery
loses power.

Media

A handheld device may consist of several pieces of media,
each which may be subject to preservation. Depending on
the model, a handheld device may consist of (i) a “subscriber
identity module” (SIM) card, (ii) an internal memory mod-
ule, (iii) additional modules for such services as GPS posi-
tioning, or (iv) memory cards. All components that may con-
tain data relevant to the investigations should be preserved.

SIM cards are thumbnail-sized smart cards that contain a us-
er’s contacts or “address book,” SMS (text) messages, last di-
aled numbers, network information, the owner’s phone num-
ber, the subscriber 1D, SIM card serial number and integrated
circuitcard 1D or “ICC-I1D.” They typically hold 64 KB or 128
KB of data, although 256 KB size cards are also available. The
SIM card is not, however, typically used for data storage. Ex-
aminers should acquire the SIM card only after acquiring the
data on the device; accessing the SIM card before imaging the
device requires removing the battery and doing so could reset
the date and time stamps of messages. Powering on a device
with a different SIM card could delete some or all of the data
in the device’s memory. The best option is to create a “Safety
SIM” using a tool that allows the user’s data to be copied to a
sterile SIM card. The safety SIM can be used to acquire data
without altering the device’s date and time stamps. While a
safety SIM contains a copy of the original SIM card’s user
data it does not have the file system needed for the phone to
function or receive any data.

Memory cards can range from 32 MB up to 8 GB in size.
Memory cards contain file systems, such as File Allocation
Table (FAT) and examiners should preserve the media in the
same way they would a hard disk using the same forensic
hardware and software. Both SIM and memory cards should
be write-protected during the acquisition process to prevent
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The examiner’s goal should be to
preserve completely the internal
memory of the handheld device.

the modification or deletion of data. Hardware and software
tools are available that will allow examiners to acquire data
from SIM cards.

The examiner’s goal should be to preserve completely the in-
ternal memory of the handheld device. The internal memory
is essentially the storage space of the handheld. Applications
and add-ons such as Global Position Services (GPS) may
reside as part of the handheld’s internal memory. Evidence
pertaining to a GPS device stored internally will be captured
during the preservation of the handheld’s internal memory.
Examiners should be aware that a GPS device may also be
a module inserted in the handheld. All pieces of media at-
tached to the handheld should be preserved.

The volatility of handheld devices

Data that is sent to the handheld over a wireless network may
overwrite the data that is currently stored on the device. As
a result, an examiner’s first priority is to disable the radio
transmitter that can transmit or receive data and overwrite

If a device cannot be acquired
immediately, examiners should take
precautions to prevent transmission to
and from the handheld devices.

the stored data, particularly if forensic preservation of the
handheld device is delayed for any reason. On some devices
there are more than one way to disable radio transmissions.
Accordingly, the examiner should be familiar with the capa-
bilities of the handheld prior to preservation.

Logsofincomingtelephone callsare anotherimportantsource
of evidence for litigation or an investigation. These logs can
also be overwritten quickly. For example, some older models
of handheld devices store only ten incoming or missed calls.
Repeated incoming calls to that device can quickly replace a
record of “received calls” in a handheld device if its radio is
not disabled before forensic preservation.

Thus, if a device cannot be acquired immediately, examiners
should take precautions to prevent transmission to and from
the handheld devices. Options to prevent transmission until
preservation include the use of a Faraday or shielded contain-
er, or a forensic tool to create a “Safety SIM” to protect a GMS
phone from any changes or transmission.
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27 | 11,345,835 [OOAD1FAC] | Display SMS | N/A | Active You win. 25k tomorrow at starbucksO
28 | 11,345,182 [O0AD1D1E] | Display SMS | N/A | Deleted I love these moments. | like to wave at
29 | 11,345,280 [00AD1D80] | Display SMS | N/A | Deleted J. | will be there. Have 6 kilos of choc

Tools and techniques examiners need vary

Acquiring acomputer hard drive presents examiners with rel-
atively few hardware configurations and a manageable num-
ber of operating systems, most of which they encounter on a
regular basis. Handheld devices, on the other hand, present a
number of variations on the interplay between hardware and
software components — the cell phone or PDA and the operat-
ing system that operates it. As a result, not all tools work with
all handheld devices and examiners frequently find them-
selves trying different tools to in attempt to acquire the data.
A handheld may be preserved by making either a physical
acquisition, a logical copy or both. A physical data acquisi-
tion of a cell phone or PDA will capture the unallocated space
of the device, providing access to any deleted file fragments
that reside on the cell phone, BlackBerry or Treo — similarly
to the unallocated space of a hard drive. Depending on the
features, application, and use of the device being acquired,
unallocated space on a handheld could include deleted SMS
messages, email, voice mail, and pictures.

A number of software and hardware tools are commercially
available to make physical or logical copies of PDAs and cell
phones. Each tool has its own advantages and limitations. If a
tool only permits logical acquisition, the examiner should be
aware that no deleted data in unallocated space will be cap-
tured. A logical preservation will only capture data accessible
to the user, such as active contacts, calendars, call logs, SMS
and MMS messages, memaos, tasks, photos, videos and ring-
tones. It is important to note that even when a forensic tool is
used on handheld devices, it may not work as intended; some
tools claim to make a forensic image of a handheld device,
yet sometimes only create logical copies of the target devices
rather than physical images. Indeed, on some occasions these
devices fail to capture any data.

Preserving data on handheld devices presents unique chal-
lenges. Some devices require special cables and may require
additional equipment to connect to a forensic workstation. In
other cases forensic workstations or forensic software appli-
cations may not have the necessary drivers installed to com-
municate with the target device. Indeed, specific software
customized to work on a particular model of the device may
be required in order to preserve data. Some software requires
the examiner to install an application “agent” on the target
device to allow the tool to recognize the cell phone or PDA
during the acquisition process. From a forensic perspective,
introduction of new data in the form of a software applica-
tion to the target media is not optimum but may be neces-
sary in order to preserve the most data on the handheld de-
vice. When all preservation techniques fail, the best method
of obtaining data from the handheld may be scroll analysis,

Figurel — Recovery of active and deleted SMS messages from a Nokia cell phone

which is simply taking photographs of each screen on the
handheld.

Preserving PDAs and cell phones

Preservation of a handheld device should include the follow-
ing steps:

= Examination of the device for any physical damage,
including detailed photographs

e Record identifying marks, such as the make, model,
IMEI (International Mobile Equipment Identity) and
serial number of the device and SIM card serial num-
ber information

= Record date- and time zone-related information
= Record battery-related information

The examiner should not power down the cell phone or re-
move the battery to record and photograph the make, model
and serial number until the data has been acquired. Other-
wise, removing the battery could reset important times and
dates associated with the handheld or activate a password
that will lock the device. The examiner should disable radio
transmissions to and from the device and request that all ca-
bles, cradles, power supplies and manuals be provided by the
corporation or law enforcement organization that is provid-
ing the device for preservation.

At the outset, the examiner must evaluate the best form of
preservation. This decision may depend upon a number of
factors, including the available forensic tools for the target
device, the investigatory questions at issue or applicable le-
gal requirements. When deleted data on the device must be
preserved, efforts should be made to acquire a full memory
image. A logical image may be adequate if only active files are
needed.

A physical acquisition captures all of the space allocated
to the device, which includes items no longer visible to the
user and is essentially a full memory capture. Some preser-
vation tools have the capabilities to make a physical image
of a cell phone’s memory. These tools physically “flash” the
handheld's memory and write the data to an external drive in
hexadecimal. The examiner will need a tool or method capa-
ble of decoding the hex values into intelligible data. Forensic
tools can be used to parse the data of a physical acquisition
and recover active and deleted items. These include, but are
not limited to, call logs, phone book, photos, SMS messages,
email addresses, Internet URLs, media files, and phone in-
formation. The amount of data recovered is dependent upon
the capabilities of the cell phone model being analyzed. Some
examples of deleted items that were recovered are shown in
Figures 1 and 2. Figure 1 shows a sample of active and de-
leted SMS messages and includes content and the file offset in

SSAM ©2008 Information Systems Security Association ® www.issa.org = editor@issa.org * Permission for author use only.



Forensic Preservation of Handheld Devices | Dana J. Lesemann and Heather Mahalik

hexadecimal. Figure 2 shows a recovered deleted photo from
a Nokia phone and includes the MD5 hash value, file size,
status (active or deleted), file name and whether EXIF (Ex-
changeable Image File Format) data can be associated with

Hame : Image_40.3pg that flle'

Offset: 11,534,364 [00BOOO1C) .
Has EXIF: False An examiner
File Size: 7,178 _
MDS: 5CFC58106E30FC620E02 65E632513233 S_hOUId also _cc_)n
Status: Deleted sider archwmg

or backing up
the data on a
handheld device
to external me-
dia either when
a complete physi-
cal data acquisi-
tion cannot be
created because
of device driver
issues, physical
damage to the
device, or be-
cause the foren-
sic software failed. Although this will not create a physical
image of the data, a backup provides a secondary dump of
the handheld’s data and sometimes may be the only way to
obtain data from a handheld. For example, examiners may be
able to run a backup or synchronization program such as the
BlackBerry Desktop Manager* to create a backup database
file known as an “IPD” file, which contains the active data
stored on a BlackBerry. Similarly, Palm users can run a Hot-
Sync® application that will synchronize all of the data on their
PDA to their computer. Data on Nokia cell phones can be
backed up to a computer via the Nokia PC Suite.® Connect-
ing these devices may affect the acquisition process or affect
the data on the handheld device since the software may alter
the handheld device. As a result, due to their volatile nature,
acquiring a handheld device multiple times may result in dif-
ferent hash values,

Figure 2 — Recovery of a deleted photo from a Nokia
cell phone

Preserving iPhones

Due to the locked file system used by Apple on iPhones, the
only method to acquire a physical image of an iPhone neces-
sitates hacking or breaking the device. However, the iPhone
is managed by the iTunes application and can be backed up
or synched on both Mac OS X and Windows systems. Backup
files containing the iPhone’s data is stored as .mdbackup
files on the host computer, to which the user synchronizes or
backs up the iPhone. Thus, the examiner should copy both
the iPhone and the host computer, when possible. Apple
iPhones can be configured to synchronize data automatically
through the iTunes application when connecting to Macin-
tosh and Windows-based computers.

4 http://na.blackberry.com/eng/services/desktop.
5 http://www.palm.com/us/support/hotsync.html.
6 http://europe.nokia.com/A4144903.
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Be careful when guessing passwords:
ten incorrect attempts will trigger a
secure wipe on the iPhone, rendering
data unrecoverable.

In situations where the host computer is not available, it is
also possible to synchronize or back up the iPhone with a new
profile on a forensically sterile Mac. The 1G version of the
iPhone can be “synched” with iTunes manually, while the 3G
version must be “backed up” to iTunes. To do this, the exam-
iner must ensure that the version of iTunes on the forensic
Mac is more recent than the version currently on the iPhone.
If an older version is used, the iPhone may not be recognized
as a device within iTunes. Make sure the iTunes application
of the forensic host Mac does not contain any user data; any
files in the iTunes application folder could overwrite evi-
dence on the target iPhone. When the iPhone is plugged into
the forensic Mac, iTunes will allow the examiner to sync or
backup the data on the iPhone to the forensic Mac.” The data
captured through this process includes SMS, contacts, phone
calls, and notes. Using iTunes to back up or sync the iPhone
will not capture all data that is viewable to the user on the
iPhone. It appears this preservation method does not capture
potential evidence in the form of photos, videos, Internet us-
age and more.

If the iPhone is password protected, you will need to enter
the password into the iPhone in order for iTunes to recognize
the device. Be careful when guessing passwords: ten incorrect
attempts will trigger a secure wipe on the iPhone, rendering
data unrecoverable.

Tools are available that can unlock or “hack” an iPhone, al-
lowing data to be extracted directly from the phone. Once an
iPhone is unlocked, its internal IMEI number will no longer
match the IMEI number associated with the iPhone and the
warranty offered by Apple will be void. There is a need for
further research to determine whether tools that unlock or
“hack” the iPhone leave behind any “footprints” that may ad-
versely affect forensic analysis of the captured data.

Tips for successful preservation

= Move quickly to minimize transmission of data to or
from a handheld by disabling the radio

= Do not allow the device to lose power

= Collect all cables, cradles, power supplies and manu-
als where possible

= When dealing with iPhones, preserve the host com-
puter

= Use only the original SIM or a “Safety SIM”
e Do not auto sync iPhones with iTunes

7 www.phoenixdatagroup.com (Phoenix Data Group 2007).
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= Look for media cards that may reside in handhelds

e Check with the manufacturer for up-to-date infor-
mation on latest forensic tools

= Obtain and disable passwords when possible
= Always have a backup plan

Conclusion

PDAs, cell phones and iPhones are no longer a novelty but
are ubiquitous. As the reliance on “technology in the palm
of your hand” increases, cell phones and other handheld de-
vices will be adapted and put to the same uses as computers.
These days handheld devices are no longer used just to make
phone calls. They hold a variety of data that may be proba-
tive in civil, criminal and regulatory matters. The panoply of
different handheld devices available, however, poses unique
challenges to the digital forensic examiner in terms of meth-
ods, tools, and procedures for preservation of the data. None
of these challenges are insurmountable, but they do require
familiarity with and full considerations of the options.

26
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